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@ Swiss Re

Insurance companies are our clients Technology companies are our partners

We re-insure them to cope with large losses
following catastrophic events

Together we develop innovative insurance products to make the world more resilient

@ Swiss Re
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..of flights experience a delay of 30 minutes or more. This leads
to numerous consumer complaints and a negative customer
experience. Swiss Re's STORK Flight Delay solution lets you turn
a negative experience into a positive one.

@ Swiss Re



Flight Delay Insurance

e Book flight

AmericanAirlines @ mﬁv FLE;SRD LOCATOR I‘“%%%&ﬁ%ﬁ

BOARDING PASS

PASSEMNGER MAME ALDVANTAGE NUMBER
John Q. Traveler

FROM: CARRIER FLIGHT CLASS DATE DEPARTE
Dallas/ Fort W, DFW AA 3403 L 22 Sep 09:45 Al
] GATE BOARDING TIME ~ SEAT

Houston, HOU - 09:15 AM 13C

"GROUP - 2" Ticket Mumber 001211568160¢

e Choose coverage and buy

11:34

Compensation quotes

$4 > $1OO Purchase
$5 g $’|OO Purchase
$1O ad $’|OO Purchase

e Delay = immediate payout

o Flight Delay Compensation

a Compensation has been paid!

$5 = $100

High volumes
Airlines carried
3.9 billion passengers
in 2016

@ Swiss Re

Fair prices
based on the
likelihood of delay per
route/day

Automated payouts
claims paid
1 hour after landing



The IT solution '

: _ Weather
Price Engine Company
An IBM Business

4

‘ Predictions FLIGHTSTATS

T M Flight details

Tuesday, 27 June 2h 15m - 1stop

—p
o o ~ FDC options and prices Quote Service
ZRH -BRU
27 Jun - 30 Jun, 1 traveler Payment _ @
N computop
Gotogate CH:::-:?kg i VIEW o O
2 MORE DEALS FROM CHF 208 Purchase trigger, passenger and flight details . PO|ICy Service W!Pm’wz__{g
CHF (CHF) per ticket, incl. taxes & fees : - - - - i Ticket wlid ation
Confirmation of purchase, policy details
ZRH - BRU

Claims Service ==X
Real time flight info

- Lufthansa 5779 <
ZRH FRA . ey g
19:06 Th5m 20:10 Eligibility for pay-out .
Zirich Frankfurt am Main Pay-OUt
S— trigger —_———
® compulop

— / Pay-out : F
Client - 8 -
@ Swiss Re Carrier
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The journey

Off-the shelf
solutions eval.

Flight data
analysis
Business

model

Aug
2015

Jan
2016

Decision to build a
prototype in house

Dev partners chosen

Nov

Mar 2016

2016

Prototype
ready

May Jun
2016 2016

Onboarding of new
partners

Extension to sell
parameteric

insurance products

Aug
2017

N
I

- New
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Tech Briefing



AP| Governance

Data integration workflows
Monitoring

DevOps flow

Lessons learned



o

Built on 20+ Azure services Designed for
cost-efficiency

Born in the cloud
(PaasS only) @

Built in 8 months Deployed in 4 regions*



APl Governance

Secure Easy Integration Fast Versioned

@ Swiss Re



APl Governance

1t and 3" party apps

HEN
=4 1 1
HEN

2

Consume Mediate Publish
o
Developer portal Gateway Azure portal
APl managers and
developers

(- e /

iy o

) o
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APl Governance

/('-"‘\\

@a\ Subscription Ke

Bill Bracket works for Jetty
Insurance

He is part of the following

group:
Jetty Insurance

@ Azure APl Management

@ Physical API

ﬁ ﬁ Flight Delay
."’ Insurance

Logical
Public API

- Subscription required

y——» - Subscription approval

- Rate Limiting

8E

<9 Flight Delay

’.' Insurance

‘ ‘ Webhooks

\

- HTTPS only

Policy:

- Certification Auth

- Adds X-User-Email header
- Adds X-Tenant header
with the group name

Japi/vl/quotes

Japi/vlforders

Japi/fvl/policies

Logical
Webhook API

A

- No subscription required

&S

External Webhook
(PayPal, SendGrid, ...)

@ Swiss Re

-HTTP & HTTPS

Policy:
- Certification Auth
- Rewrite Uri (per operation)

Example:
/v1/paypal

6 ] uoneINUIYINY
uenezoyiny

Japi/vl/partners

Japi/vl/finsurancecarriers

Japi/vl/tenants

Japi/fvl/payments/notifications/{provider}




API Governance — Multi-Region

North Europe

Standard
1 unit




API Governance — Multi-Region
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API Governance — Multi-Region
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API Governance — Multi-Region

Central US North Europe
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Premium
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Building data integration workflows

Provide integration with 3rd party data provider

Build & monitor a daily import workflow

Transform external dataset into internal format

Make data available to data analytics team

e - 5]

@ Swiss Re



Building data integration workflows

» Data Preparation with Azure Logic Apps ﬁ

Processed Historical Daily Scheduled Daily

— Built-in Scheduling S M Export Eagon
— Built-in operational experience I
— Built-in connectors for variety of services § @*— """" c=—au Y {A)
: Daily Data Processing Historical Flights Scheduled Flights
Custom API App }mprter }mpTrter

-2} (@)

Historical Flights Scheduled Flights
Debatcher * Sched‘u[er *
r Y

Platform

Historical Flights Api Scheduled Flights Api

Flight Stats External

@ Swiss Re



Building data integration workflows

o Azure Data Factory as a data processing orchestrator

— Superb monitoring portal

— Support for data slicing per day

01
Historical Daily
Export

01
Scheduled Daily

Export

* Scheduled once a day
(5:15PM UTC)

** Scheduled once a day (12 AM UTC)

Historical Flights Pre-Processor Pipeline **

Historical Flights Migration Pipeline **

Pricing Engine Pipeline

7 I Iy ,
Decompress ( | Truncate | | C‘_prto I Ren_mve |
W A Staging table A duplicates |
"y \ \ \

Pre-Processing
Flight Database

Y i

[ Copy to I Generate
( Decompress HA staging table ||  individual flights

\ \

Scheduled Flights Pre-Processor Pipeline **

7 i
_l Copy from Pre-Processing to “ Add or update “ Truncate |
'\ staging in Live Database || historical flights | Staging |
i ik -

. ) B
Machine Learning \ al
: =

Azure Elastic Pool

Batch

Live
Flight Database

Copy from Pre-Processing {
to Live Database |

Scheduled Flights Migration Pipeline **

Components in red are not managed by the FDC platform team

l
A &

Pricing Engine Storage queue

B

Flight Delay
Probabilities

Platform

@ Swiss Re
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RESOURCE EXPLORER

4 Data Factories
4 fdc-prd-ne-analytics
4 Pipelines

Import-HistoricalFlig...

Import-ScheduledFlig...
Trigger-PricingEngin...

4 Datasets

HistoricalFlights-Azur...
HistoricalFlights-Azur...
HistoricalFlightsStagi...
HistoricalFlightsStagi...

PricingEngine-Azure5...

PricingEngine-Custo...
ScheduledFlights-Az...
ScheduledFlights-Az...

ScheduledFlights5tag...
ScheduledFlights5tag...

4 Linked services
CustomActivity-Azur...
CustomActivity-Azur...
FlightStats-AzureSqg|...
FlightStatsFeed-Azur...
PricingEngine-Custo...

Gateways

@ Swiss Re

@ fdc-prd-ne-analytics

Start time (UTC): | 09/28/2017 08:51 am

End time (UTC):

Active

10/06/2017 08:51 am

Apply

— —(—————
PricingEngine-Custom-DataSet

FREC: DAY

INTVL:1 DWATA FACTORY CUS...

Import-ScheduledFlights-Pipeline O’”J

PIPELINE

3 activitias
I
Active

Import-Historical Flights-Pipeline
PIPELINE

3 activities

+ — G 5 ¥ & Ya "3

ACTIVITY WINDOWS

Oy & Iy
Pipeline
Import-HistoricalFli...
Import-HistoricalFli...

Import-HistoricalFli...

Import-ScheduledFli...
Import-5cheduledFli...

Import-ScheduledFli...

Trigger-PricingEngi...

Trigger-PricingEngi...

Import-ScheduledFli...

Import-HistoricalFli...

No filter applied.

Activity

Copy-to-Staging

Process-Staging-Data
Prepare-Historical-F...
Prepare-Scheduled-...
Copy-5Scheduled-Fli...

Generate-Scheduled...
Trigger-Pricing-Engi...
Trigger-Pricing-Engi...
Copy-Scheduled-Fli...

Prepare-Historical-F...

Window Start

10/04/2017 12:00 A...
10/04/2017 12:00 A...
10/04/2017 12:00 A...
10/04/2017 12:00 A...
10/04/2017 12:00 A...
10/04/2017 12:00 A...
10/04/2017 12:00 A...
10/03/2017 12:00 A...
10/03/2017 12:00 A...
10/03/2017 12:00 A...

S ——————
ScheduledFlights-Azure5giTable-Data...

FRECE Dy
INTVL:1

o

S~

S ———— ——
ScheduledFlightsStaging-Prepared-Az...

AZURE SOLDATAR. B

FRECE Dy

INTVL: 1 AZIRE SOLDATAR..

| S N S S S —
HistoricalFlights-AzureSglTable-DataSet
O » FREC: DAY

INTVL:1 ATURE SOL DATAR.. '_é

O‘H-H" I S —

Historica/FlightzStaging-Preparad-Azu.

FREC: DAY =

INTVL: 1 AZURE SOLDATAB.. EOB)
Window End Status

10/05/2017 12:00 A...

10/05/2017 12:00 A... @ Ready
10/05/2017 12:00 A... @ Ready
10/05/2017 12:00 A... @ Ready
10/05/2017 12:00 A... @ Ready
10/05/2017 12:00 A... @ Ready
10/05/2017 12:00 A... @ Ready
10/04/2017 12:00 A... @ Ready
10/04/2017 12:00 A... @ Ready
10/04/2017 12:00 A... @ Ready

0———.‘1

Active

o‘"\m* Trigger-PricingEngine-Fipeline
E

PIPELINI

activities

Type

SqlServerStoredProc...
SqlServerStoredProc...

SqlServerStoredProc...

Copy

SqlServerStoredProc...

DotMetActivity

DotMetActivity

Copy

SqlServerStoredProc...

O
FRECS DAY
INTVL: 1

Last Attempt Start
10/05/2017 12:02 A...
10/05/2017 12:05 A...
10/05/2017 12:00 A...
10/05/2017 12:01 AM...
10/05/2017 12:02 A...
10/05/2017 12:07 A...
10/05/2017 1:13 AM ...
10/04/2017 1:14 AM ...
10/04/2017 12:03 A...
10/04/2017 12:01 AM...

PricingEngine-Azure3giTable-Dataiet

AZURE SOLDATAR..

Last Attempt End
10/05/2017 12:05 A...
10/05,/2017 12:10 AM...
10/05/2017 12:01 AM...
10/05/2017 12:01 AM...
10/05/2017 12:06 A...
10/05/2017 1:13 AM ...
10/05/2017 1:14 AM ...
10/04/2017 115 AM ...
10/04/2017 12:07 A...
10/04/2017 12:02 A...

Duration

00:04:48

00:01:26

00:00:36

00:04:05

01:06:19

00:00:32

00:00:32

00:04:34

00:00:30

Last edited by Unknown a few seco...

Last refreshed a minute ago.

Retry Attempts

M X
Activity Window Explorer A

« OCT 207

Activity Window A

Ov

()

Start & End Time
10/04/2017 12:00 AM UTC - 10/05/2017 ...

Status
@ Ready

Activity
Copy-to-Staging

Pipeline
Impert-HistoricalFlights-Pipeline

Input Datasets
HistoricalFlights-AzureBlob-DataSet

Output Datasets
HistoricalFlightsStaging-AzureSgiTable-...

Attempts ~

@ 10/05/2017 12:02 AM UTC ~



Monitoring a platform

? e & #

Real-Time Automated Alerts Auditing Operated by
Telemetry Codit Managed Services

@ Swiss Re



Swissre-sps-azure flightdelaywebadmin

T e e T e e T e e e e

i & €

Partners Intemal Websites Api Consumers

3 Appinthe Air  Last Minte Others Active Directory Adrmin Conse

flightgelayinsurance Claims Triggering Flight R duling  fdc-prd-we-functi

Api Management Api Website Trigger

swissre.portal.azure-apl.net

maann [_l'__| r“j fdc-prd-we-messaging iy — r“j
I == I ¥ N e [

! Delay Probabibites Quote Service Order Service Senioe Hus oo Sk | FAETL G sty Shrvice A |
t Savice : H
,: L Panners _
. Carrigrs ¥
E Flights H
H Limit Sales B
E etc :
:» ) , :
' 5 5
¢ fdeprdwelimitsales ;. 5 b—— PR :
i '"““":‘_Tn: gt 2 Order Procassing Detay Tracking Claims Handling Payments Payment Status Flight Communicatiors :
: . & Update f i
8 : ':
: = ;
- & I
: App inthe Ar E :
: o

=

- 8 H
a Elastic '
Database L T i

Last Minute  Others.. Poal H
fdc-prd-we-tenant-{name} @ @ @ @ i
Ortder Processing Delay Tracking Claimg Notdications Communication b

fdeprdweplatform —t — Audit entries H

fdcpr - o} Y fdcpr ims fdcprdwecommunic

Tenant Informatean
= ” ations

or Roles :

' r. fde-prd-we-cloud-service '
' Redis Cache | ;

i fde-prd-we-redis-cache . Piatform :
H S Hm S Hw S

FlightStats Api Delay Alers PayPal Apt Payment Updates SendGrid Api Communication Updates H

Flight Stats PayPal SendGrid

External



Monitoring a platform

 Handling alerts with Azure Logic Apps
— Centralized alert handling
— Provides flexibility for workflow changes

— More flexible than email alerts

o Future we might switch to Azure Event Grid
with dedicated handlers per topic ie. Slack

@ Swiss Re

Ca Microsoft Azure Pal
oL
APl Manjgement
& 2 & & 0
Azure SQL AppIEation API Cloud Service Security Alerts
database Insights

{‘F}} Logn: Apps Alert Handler

A Azure Alert

i
o

v slack >

A In case of failure,
create new Azure Alert
| D
N

Send Email




Plan

Code

@ Swiss Re

DevOps with Visual Studio Team Services

Code Review

Build

Pull Request

Unit Test Deploy




DevOps with Visual Studio Team Services

SOURCE CONTROL

PACKAGE

DEVELOPMENT

B

STAGING

|

PRODUCTION

D




DevOps with Visual Studio Team Services

« Automated releases across multiple stages, to multiple regions

— Each with their own dedicated Azure Key Vault for deployment secrets

%" Platform Message Processing Release

Pipeline  Tasks - Variables  Retention Options  History
Artifacts | — Add Environments | — Add ~~
i
+
il iz | Local - Global
‘Waorksr Roles T -
Rzlzaz= 4, 1 phaze, 2 tasks
Schedule
© not set

o

DEV - Eurgpe
1 phasze, 4 tazks

&

MOM-PROD - Euro...
1 phasze, 4 tasks

& B

MNOM-PROD - Asia
1 phasze, 4 tasks

Save - Release

= \iew releases 4:55' Edit (Old editon)

i

S

PROD - Europe

1 phaze, 4 tasks



Lessons Learned

Microsoft Azure is a rapidly evolving platform
— Existing services are being migrated or deprecated
— New services are being introduced

— Better integration with services

Find a balance between cutting-edge technology & battle-tested services

Design for change, because you will need it

Use the right service for the job

@ Swiss Re



Contacts

e emanuele pagani@swissre.com

e luis.delgado@codit.swiss

@ Swiss Re


mailto:emanuele_pagani@swissre.com
mailto:luis.delgado@codit.swiss
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Legal notice

©2017 Swiss Re. All rights reserved. You are not permitted to create any modifications
or derivative works of this presentation or to use it for commercial or other public purposes
without the prior written permission of Swiss Re.

The information and opinions contained in the presentation are provided as at the date of

the presentation and are subject to change without notice. Although the information used
was taken from reliable sources, Swiss Re does not accept any responsibility for the accuracy
or comprehensiveness of the details given. All liability for the accuracy and completeness
thereof or for any damage or loss resulting from the use of the information contained in this
presentation is expressly excluded. Under no circumstances shall Swiss Re or its Group
companies be liable for any financial or consequential loss relating to this presentation.

@ Swiss Re
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