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Abstract. Culture—be it national or organizational culture—shapes the behav-

iour, mindset and decision-making of individuals. Since human behaviour is con-

sidered the most vulnerable link in the security chain, it is worth examining the 

relationship between culture and human behaviour in the field of cybersecurity. 

This paper examines culture as a fundamental element of cybersecurity, high-

lighting its impact on security awareness, decision-making, and risk perception. 

Specifically, we explore how national and organisational culture shape cyberse-

curity practices in cross-cultural contexts. Using a qualitative approach, we con-

duct episodic and focus group interviews with cybersecurity professionals, edu-

cators, Chief Security Officers, and students from diverse educational back-

grounds in Switzerland and Cameroon. Our findings reveal that cultural dimen-

sions such as power distance, individualism, and uncertainty avoidance signifi-

cantly influence cybersecurity behaviour. This study expands the body of litera-

ture on culture and individual cybersecurity behaviour and provides new, practi-

cal implications for integrating culture into cybersecurity training in educational 

institutions and organisations. 

Keywords: Cross-cultural Contexts, Culture, Human Cybersecurity Behaviour 

1 Introduction 

Security risks transcend borders affecting both developed and developing countries. 

Evidence of this includes such attacks as the WannaCry Ransomware and the NotPetya 

attacks that occurred in 2017. These cyber-attacks impacted multiple organisations in 

countries around the globe [1]. About 88% of data breaches are caused by employees’ 

mistakes, and humans are termed the weakest link in the security chain [2]. Although 

often ignored, authors such as [3] and [4] have highlighted the importance of human 

factors in cybersecurity. Risky cybersecurity behaviour has been linked to human traits 

such as internet addiction and a dismissive attitude to threats [3] as well as time pressure 

[4]. 
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Considering the role of human behaviour in data breaches, it is important to examine 

how one’s cultural background and/or the culture of their work environment influences 

human action in relation to cybersecurity. This is particularly relevant because cultural 

background, also referred to as national culture, influences an individual’s way of life 

and decision-making process [5]. Similarly, organisational culture also shapes individ-

uals’ behaviour as it comprises a system of shared values that define what is important 

and shared norms that guide appropriate attitudes and behaviours [6]. 

While researchers continue to explore the role of human behaviour in cybersecurity, 

the influence of culture—both national and organisational—on cybersecurity behaviour 

remains underexamined. Some existing studies [7] and [8] have emphasised the im-

portance of fostering a cybersecurity culture within organisations. However, culture-

specific elements, stemming from the organisational environment and national culture, 

that influence human cybersecurity behaviour remain largely unexplored. Therefore, 

the gap we aim to address lies in understanding how cultural-specific factors—both at 

the organisational and national levels—shape human cybersecurity behaviour. 

We therefore address two main research objectives: 1) To investigate the role of 

national culture in human cybersecurity behaviour in Switzerland and in Cameroon. 2) 

To investigate the role of organisational culture in human cybersecurity behaviour in 

Switzerland and in Cameroon. Our findings will be valuable for cybersecurity practi-

tioners across government, education, and industry, enabling them to adapt cybersecu-

rity policies and training for students and workers. Our aim is not to compare Switzer-

land and Cameroon in terms of which country is better regarding cybersecurity. Rather, 

we seek to identify key cultural contexts from both countries that influence human cy-

bersecurity behaviour. Therefore, we focus specifically on the cultural and organisa-

tional contexts of the two countries. 

In the next sections, we present our theoretical framework, literature review, meth-

odology, discuss key findings and conclude.  

2 Theoretical Framework and Literature Review 

2.1 Theoretical Framework 

To research cultural factors impacting individual cybersecurity behaviour, we primarily 

focused on Hofstede’s Cultural Dimensions as the basis for our work. Although we also 

drew slightly on the Iceberg Theory of Culture to identify key elements that define 

organisational culture, our overall aim was to link the identified national and organisa-

tional elements to Hofstede’s cultural dimensions. 

Referring to the Iceberg theory, the larger portion of an organisation’s culture – about 

90%, is hidden [9]. This includes core values, customs, beliefs, and assumptions, while 

the remaining 10% forms the visible part, such as, greetings, music and dress code. The 

elements were explored through our conducted interviews. 

Hofstede Cultural Dimensions: Cameroon and Switzerland. Here, we primarily il-

lustrate how the two countries differ culturally, reinforcing our aim to understand how 
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national culture might influence human cybersecurity behaviour.  These differences can 

be examined through the following dimensions: Power distance, Individualism, Uncer-

tainty avoidance, long term orientation, and indulgence. Due to Cameroon not being 

among the investigated countries in Hofstede’s original study, we mainly relied on the 

study of [10] and [11] to draw some cultural aspects of Cameroon.  

Power Distance (PDI). Switzerland is a low-power distance society [12]. There is a 

belief in minimizing inequality among people. Power within organizations is decentral-

ized, with employees expecting to be consulted and managers relying on the experience 

of their employees. Cameroon has a score of 54 for PDI [10], which is lower than 

coutries in West Africa but higher than of Western nations like Germany and USA with 

lower PDI scores. 

Individualism (IDV). Switzerland is classified as an “I” society. Individuals prioritize 

taking care of themselves and their immediate social circles [12]. Meanwhile, Came-

roon is a collective society [10]. In such a society, people are integrated into strong, 

cohesive in-groups from birth [13].  

Uncertainty Avoidance (UAI).  In Switzerland, the French-speaking strongly prefers 

rigid rules and structured environments than the German-speaking region [12]. Simi-

larly, the Cameroonian society prefers avoiding uncertainty [11]. Managers in the coun-

try do not like ambiguous conditions. However, this finding is contradicted by [10], 

who found that Cameroon has low uncertainty avoidance, implying that the society 

tolerates uncertainty.  

Long Term vs. Short-Term Orientation. In Switzerland, there is a preference for tradi-

tional cultures and norms that emphasize long-standing values and practices. Came-

roon, on the other hand, leans towards short term orientation relative to other African 

countries. This demonstrates that society is present-oriented with a focus on quick re-

sults [10]. 

Indulgence. In Switzerland, people have a strong willingness to enjoy life, a positive 

attitude and a high value for leisure activities.  Meanwhile, Cameroon values moderate 

restraint due to social norms [10]. 

2.2 Literature Review 

Guided by the theoretical framework, we conducted a literature review on the impact 

of culture on cybersecurity, considering both national and organisational contexts. 

The Role of National Culture in Cybersecurity.  Hofstede’s Cultural Dimensions 

have mainly been related to a countries’ cybersecurity development (for instance, [14]; 

[15]; [16]), individuals’ cybersecurity behaviour and privacy (for instance, [17]; [18]; 

[19]). Referring to the level of cybersecurity development, countries associated with 

low power distance, low uncertainty avoidance, high individualism, high long-term 
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orientation and high masculinity show a high level of cybersecurity development based 

on the analysis of global cybersecurity index of 2015 [14].  

Countries linked to short term orientation tend to pay less attention to their long-

term security. Hence, they demonstrate low level of cybersecurity maturity [15]. Cy-

bersecurity maturity is also lower in high power distance countries due to heavy reli-

ance on the leaders to ensure security.  Meanwhile, people in individualistic society 

lean towards keeping their online identities private. 

Further, surveying over 4’650 people, consisting of Chief Information Security Of-

ficers (CISOs), Chief Security Officers, and Chief Technology Officers (CTOs) in var-

ious business regions revealed that an individual’s intention to comply with security 

policies positively correlates with masculinity, power distance, and long-term orienta-

tion [17]. On the other hand, research investigations in Ghana and USA showed that 

uncertainty avoidance played a significant role in individuals’ security behavioural in-

tention relative to individualism and collectivism.  That is, people from cultures with 

high uncertainty avoidance express high discomfort when faced with unfamiliar risks. 

They also have high levels of self-efficacy, and they perceive risk-mitigation costs to 

be lower [18]. While individuals from collectivist societies perceive response cost to 

avoid risks to be lower.   

The Role of Organisational Culture in Cybersecurity. Robust top management com-

mitment, proficient IT personnel, and regular training ensure an organisation’s cyber-

security readiness [20]. Including cybersecurity considerations into business strategies 

as well as security professionals in decision-making processes enhance cybersecurity 

behaviour in organisations [8]. Additionally, the involvement of leadership in security 

topics and processes lures employees to positively react to security measures and en-

hances their cognitive understanding in cybersecurity management [21]. Contrarily, 

[22] found no significant link between top management commitment to security and 

employees’ security compliance.  

Fostering a pro-security culture within organisations also positively influences cy-

bersecurity behaviour [8]. Organisational culture also positively correlates with secu-

rity culture and information security awareness. Individuals in organisations with a 

stronger security culture are likely to demonstrate more security awareness [7]. Com-

munity, a component of security, is one of the positive influences on employees’ secu-

rity compliance behaviour [22].  While aspects such as rule-orientation was found to 

not impact employees’ compliance attitude. 

Our literature review revealed that there is still room to apply Hofstede’s cultural 

dimensions to the analysis of national and organizational culture in the context of hu-

man cybersecurity development. Only a few studies have applied this framework in 

relation to country-level cybersecurity development, particularly considering a Euro-

pean and an African country. Past studies have also overlooked the role of broader or-

ganisational culture—beyond security-specific initiatives—including implicit factors 

like norms and branding. These gaps justify our aim to explore these cultural influences 

and connect them to Hofstede’s theory. 



 Cultural Influences on Human Cybersecurity Behaviour 5 

3 Methodology and Data Collection 

To develop a theory in an under-researched area, we adopted a qualitative approach, 

gathering data through episodic interviews and focus groups. Additionally, we em-

ployed a cross-sectional research design, collecting data at a single point in time [23].  

The episodic interview is a combination of narrative interviews and semi-structure 

interviews [24, p. 208]. The method enables research participants to present their expe-

riences in a general, comparative form [25, p. 2]. Following the example of [24, p. 289], 

we started by asking a generative narrative question aimed at stimulating the inter-

viewee’s narrative, then listened attentively and guided the interviewee to certain sce-

narios where need be.   

Focus group interviews refer to “group discussion that gathers together people from 

similar backgrounds or experiences to discuss a specific topic of interest to the re-

searcher” [26]. This interviewing method is suitable for sensitive topics [27] , and is 

therefore well-suited for our study which touches on culture. Following the method of 

[26], after welcoming the participants, we introduced the interviewing team, explained 

the purpose of the study, and how the focus group discussion will be done. Then we led 

with an ice breaker question – for example, what comes to your mind when they hear 

of cybersecurity? Next, we asked the questions in our interview guide without disrupt-

ing the flow of the discussion. 

We chose our interview participants through purposive sampling strategy. That is, 

sampled cases of participants ought to be relevant to the research question [28, p. 418]. 

In this light, we chose participants based on their field of work and field of study in 

Switzerland and Cameroon.  

Nine episodic interviews were conducted in Switzerland via Zoom, while six in-

person episodic interviews took place in Cameroon. The participants included cyberse-

curity teachers, specialists, CTOs and general employees. Two focus group discussions 

were held in Cameroon: one with five ICT and Engineering students and another with 

eight students from various backgrounds, including business, nursing, and education. 

In Switzerland, we primarily conducted one focus group with five Business Information 

Systems students. A second focus group was planned but was not conducted due to 

time constraints and difficulty in reaching students from various fields. 

To analyse our data, we applied both the In-vivo and descriptive coding methods, as 

elaborated by [29, p. 74]. First, we captured short phrases or words in the participants' 

own language to highlight their individual voices. These formed our first-level codes. 

Next, we summarized the data into a word or short phrase to create second-level codes, 

applying the descriptive coding method [29]. This approach allowed us to draw con-

nections between these codes and make comparisons. 

4 Main Findings 

We present key findings from our qualitative study in Switzerland and Cameroon. A 

summary of the main findings is also displayed in Table 2 below. 
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4.1 The Role of National Culture in Human Cybersecurity Behaviour 

The Perspective of Interviewees in Switzerland. Perspectives of the interviewees in 

Switzerland unravelled such national cultural elements geographical and personal con-

texts, regulatory influences, attitude to trust and privacy, and fear of the unknown. 

Starting with geographical and background contexts, a few interviewees ex-

plained that people based in countries with strong cybersecurity development will 

demonstrate higher cybersecurity awareness than those in countries with a lower level 

of cybersecurity development. Additionally, people’s upbringing, such as their attitude 

towards work and self-discipline, can influence how they approach cybersecurity. 

Secondly, all interviewees pointed to the influence of rules or power distance on 

cybersecurity behaviour. Some stated that in certain countries, cybersecurity policies 

should be enforced more strictly to influence people’s behaviour. The state plays a cen-

tral role in such cases. In cultures with high respect for authority, people are more likely 

to strictly follow established guidelines and may hesitate to speak up, even when they 

notice something suspicious. 

Furthermore, trust emerged as a cultural element that influences how people from 

certain cultures approach cybersecurity and can be exploited by hackers. One interview 

participant pointed out that some Swiss may easily trust others because they live in a 

generally safe country. 

Moreover, another cultural element concerns people’s knowledge and approach 

to privacy. Some interviewees mentioned that data privacy awareness positively af-

fects cybersecurity behaviour. However, one argued that privacy concerns and the ten-

dency to avoid sharing, such as information about experiences with cyberattacks, could 

hinder the development of a solid cybersecurity culture. Similarly, individuals from 

cultures that prioritize privacy, and restraint may overlook cyber threats originating 

from a more collectivist perspective 

Finally, people’s attitude towards the unknown was mentioned by half of the total 

interviewees. They explained that individuals who tend to enjoy the moment or are 

open to taking risks may fall prey to scams. On this point regarding the unknown, one 

participant explained how their Swiss employees would question policies, while em-

ployees from other cultures tend to accept the same policies without resistance. 

The Perspective of Interviewees in Cameroon. Our analysis showed that cultural el-

ements influencing human cybersecurity behaviour include cultural vulnerability, reli-

gious beliefs, attitude toward sharing, resistance to change, policy and governance, and 

trust. In terms of cultural vulnerability, some interviewees mentioned that the lack of 

cybersecurity resources in local languages negatively impacts people’s cybersecurity 

behaviour. 

Regarding religious beliefs, some interviewees stated that some Cameroonians may 

believe their faith can shield them from digital harm, prompting less caution online. 

This belief also connects to the attitude towards sharing. The act of sharing links, 

such as Christian messages via WhatsApp, can inadvertently expose people to social 

engineering attacks. On another note, three interviewees explained that some 
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communities can become more resilient against cyberattacks by sharing collective 

knowledge and experiences. Meanwhile, negative cybersecurity behaviour can arise 

when individuals prioritize personal needs over the safety of the community, potentially 

compromising collective security in favour of individual convenience. 

Another argument was linked to Cameroon’s lack of comprehensive frameworks 

and policies, which results in people not taking cybersecurity seriously in the country. 

This leads to cybersecurity vulnerabilities, particularly in rural areas. Finally, trust was 

also identified as a cultural element by many Cameroonian interviewees. A few inter-

viewees mentioned that Cameroonians have a mindset of blind trust in authorities, mak-

ing them more susceptible to cyberattacks. 

 

4.2 The Role of Organisational Culture in Human Cybersecurity Behaviour 

The Perspective of Interviewees in Switzerland. Some identified organisational cul-

tural elements include communication style & transparency, authority and Hierarchy, 

work-related factors and training or skill development. First, some interviewees argued 

that open communication and transparency would enable employees to understand 

what is happening in other sectors of the company, including the organisation’s stance 

on security.  Concerning hierarchy, most interviewees in Switzerland highlighted that 

lower-level employees in highly hierarchical organisations may become overly depend-

ent on leaders for cybersecurity-related decisions. The perspectives of such employees 

may also be overlooked, or they may act against their own judgement to please their 

superiors. 

Moreover, having clear objectives beyond just a vision can positively influence peo-

ple’s cybersecurity behaviour. Clear cybersecurity objectives help establish the organ-

isation’s stance and set expectations for both employees and customers. 

Lastly, in terms of work pressure, some interviewees noted that employees may pay 

less attention to security measures when under high pressure or dealing with excessive 

workloads. Additionally, employees in certain departments may be more likely to click 

on phishing links than those in other departments due to the nature of their work. 

The Perspective of Interviewees in Cameroon. From this side, we saw factors like 

the organisational environment, policy and governance, training and awareness, com-

pany structure and vision, and work pressure. Referring to the organisational environ-

ment, some of our interviewed cybersecurity experts revealed that many Cameroonian 

companies lack a cybersecurity culture, with security-related policies either absent or 

not effectively implemented. Additionally, envy and jealousy among employees in the 

workplace can lead them to deliberately violate some of the organisation’s security pro-

cedures. 

Regarding training and awareness, most organisations do not prioritise cybersecu-

rity education. Furthermore, proactive practices such as frequent password changes are 

often neglected.  Company structure and vision were also identified as cultural fac-

tors by some interviewees. The use of a top-down approach can discourage lower-level 
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employees from actively participating in cybersecurity matters, as they may feel that 

their opinions are not valued.  

Lastly, some interviewees highlighted employees’ poor digital mindset and lack of 

interest in cybersecurity. For instance, some staff do not fully understand the signifi-

cance of web cookies and occasionally grant strangers access to their machines, in-

creasing the risk of cybersecurity intrusions. 

Table 1. Summary of Main Findings 

Cultural Factors Influencing Individual Cybersecurity Behaviour from Empirical Study 
 

National Organisational 

Switzerland  • Influence of geographical contexts 

• Influence of rules  

• Attitude towards trust 

• Attitude towards privacy 

• Attitude towards uncertainty  

• Influence of communication  

• Influence of hierarchy 

• Influence of clear objective 

• Influence of work pressure 

Cameroon • People's religious beliefs 

• Attitude towards sharing 

• Lack of cybersecurity frameworks  

• Influence of work environment 

• Influence of security training 

• Influence of company vision 

• Poor digital mindset 

 

5 Discussion and Implications 

When linking perspectives from Cameroon and Switzerland on the influence of national 

culture, several common elements emerged, including state regulatory influences, atti-

tudes toward trust and sharing, and fear of the unknown. Both sides emphasised the 

pivotal role of the government in shaping people’s cybersecurity behaviour, particularly 

in high power distance cultures. The presence of cybersecurity policies and their strin-

gent enforcement can drive positive cybersecurity practices. 

The identified factor of trust aligns with the study by [30], which concluded that 

people’s trust is often rooted in their cultural backgrounds and can lead to risky cyber-

security behaviour. Additionally, sharing experiences of cyberattacks fosters a stronger 

cybersecurity culture, but individuals must remain cautious of blind trust. 

The relationship between collectivism and cybersecurity behaviour contradicts the 

findings of [15], who argued that high individualism is positively related to a country’s 

cybersecurity maturity. However, a few interviewees in Switzerland also supported this 

perspective.  
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Lastly, fear of the unknown or uncertainty avoidance was a common theme among 

interviewees from both countries. However, its impact on cybersecurity behaviour de-

pends on how individuals respond. When people question new rules due to their unfa-

miliarity, they are less likely to fall victim to cyberattacks. Conversely, when individu-

als entirely avoid new rules or technologies—including cybersecurity measures—due 

to unfamiliarity, they may increase their exposure to cyber threats. 

Turning to organisational cultural elements, key points highlighted by both interview 

groups included authority and hierarchy, training, objectives, and vision. Like the find-

ings of [15], strong hierarchical structures within organisations can negatively impact 

employees' cybersecurity behaviour, leading to over-reliance on leaders for decision-

making. 

In line with [20], our findings suggest that regular cybersecurity training positively 

influences cybersecurity behaviour. Conversely, the absence of such training leaves 

employees unable to recognise cyber threats, making them more vulnerable to attacks.  

Lastly, having a clear vision and cybersecurity objectives, particularly in highly hi-

erarchical companies, plays a crucial role in steering employees toward positive cyber-

security behaviour. When cybersecurity goals are well-defined, employees are more 

likely to understand their role in maintaining security within the organisation. 

 

6 Conclusion and Outlook 

By synthesising perspectives from Switzerland and Cameroon, this study has high-

lighted cultural elements that influence human cybersecurity behaviour, considering 

both national and organisational culture. Additionally, we have successfully linked cy-

bersecurity behaviour to Hofstede’s cultural dimensions, an aspect that has been largely 

overlooked in previous studies. 

Still, our study has some limitations. First, the findings are based solely on qualita-

tive interviews, which, while insightful, are inherently subjective and may introduce 

bias. Second, our interviewees were primarily drawn from specific regions, namely the 

German-speaking part of Switzerland and the English-speaking region of Cameroon, 

limiting broader generalisability. 

For future research, we recommend exploring the same topic using a quantitative 

approach to validate our findings on a larger scale. Further studies could also focus on 

implicit organisational cultural elements that influence cybersecurity behaviour. Addi-

tionally, conducting quantitative surveys with participants from diverse regions across 

Cameroon and Switzerland would provide a more comprehensive perspective on the 

cultural factors affecting cybersecurity practices.   
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