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About Me

Education:

▪ BSc in Banking & Finance (2014, Uni Buea, Cameroon)

▪ BScBA Specialisation in Finance (2019, BFH, Switzerland)

▪ MSc Business Development (2021, HSLU, Switzerland)

Professional Background:

▪ Research Associate – FHNW Competence Centre Digital Trust (Since 

2023)

▪ Co-founder – Turacos Switzerland (Since 2022)

▪ Founder – Ebai Local Guide Consulting (Since 2022)

Some Projects / Research : 

▪ Swiss Africa Cybersecurity Community

▪ Researching Cultural elements in Cybersecurity (Cameroon & Switzerland)
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1. AI in Threat Environments

➢ How AI Fuels Social Engineering

➢ AI & Social Engineering – Trends

2. Misinformation Campaigns / Fake News

➢ Case Study: Switzerland & African Countries 

3. Detecting AI-generated Content

4. Cultural Vulnerability Factors
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By the end of this session, you should be able to…

▪ Explain the role of AI in accelerating social engineering attacks

▪ Describe some cases of AI-powered social engineering attacks

▪ Illustrate the dangers of misinformation and existing strategies in Switzerland and African regions  to combat it

▪ Explain some cultural factors that make people vulnerable to social engineering attacks
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AI-Powered Social Engineering
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AI in Threat Landscape
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Artificial intelligence has become a defining element of the threat landscape. By early 2025, AI-supported 

phishing campaigns reportedly represented more than 80 percent of observed social engineering 

activity worldwide” (Enisa, 2025). 
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The Involvement of AI in the Threat Landscape

As tools for 

attackers

As targets for 

exploitation 

The use of AI as a 

lure

The high deployment of AI in social 

engineering attacks is due to:

✓ High availability of AI systems

✓ Economic advantages

✓ Low entry barriers
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In the literature, several authors (Kumar, 2025; Schmitt & Flechais, 2024;  Alahmed et al., 2024) highlight AI 

as a perpetuator of social engineering.
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How AI Fuels Social Engineering

The creation 
of hyper-
realistic 
content

Advanced 
personalization

Automated 
attack 

infrastructure

The advancement of AI…

✓ Enhances believability

✓ Gives attackers more power

✓ Increases tension
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AI & Social Engineering – Trends (1/3)

Emergence of Standalone 

Malicious AI Systems

Earlier AI Use Modern Malicious AI

Augment existing 

operations

Can run attacks autonomously

Human still needed Less human Involvement

Limited Impact boost Potentials transformative threat

Black Hat tool to facilitate cybercriminality

✓ Malware and Phishing Attack Creation

✓ Business Email Compromise attack 
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AI & Social Engineering – Trends (2/3)

More Convincing phishing emails due to AI

Source: knowbe4, 2025

• Provider of security awareness training 

and simulated phishing platform
Reference period: Sept. 2024 – Feb 2025

Phishing emails target roles such as:

✓ Engineering (64%), 

✓ Finance (12%)

✓ IT & hr (10%)
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AI & Social Engineering – Trends (2/3)

State-sponsored cyberattackers use AI tools to infiltrate 

the hiring process

Famous Chollima (linked to North Korea)

✓ Generate fake LinkedIn profiles and submit 

fake resumes.

✓ Offer fake job recruitment opportunities to 

lure developers 

✓ Main motivation: financial motivation and 

sensitive information

✓ Such attacks have been linked to over 100 

companies in the US, Saudi Arabia, 

France, and Ukraine 

Source: https://www.cybersecurity-insiders.com/north-korea-

using-ai-deepfake-to-conduct-espionage-via-insider-threats/

Source:  Stanford Internet Observatory
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Mechanism behind AI Phishing attacks

Why do some Phishing emails feel familiar?

Reconnaissance: Gathering and synthetizing
info about the target

Content Generation: via LLMs like ChatGPT, 
Claude, etc

Delivery at Scale: Atomization & personalization 
via Mailchimp, ActiveCampaign, etc

Exploitation once the target takes the bait
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AI & Social Engineering – Trends (3/3)

Deepfake is also accelerating vishing & online 

Impersonification

The case of a Hong Kong employee 

scammed via a video call.

Source: CNN, 2024

Arup revealed as victim of $25 million deepfake scam involving Hong Kong employee | CNN 

Business 

A deep fake video of Sundararaman 

Ramamurthy, Bombay Stock Exchange 

CEO, giving investors  advice

https://edition.cnn.com/2024/05/16/tech/arup-deepfake-scam-loss-hong-kong-intl-hnk#:~:text=the%20target%20of%20a%20deepfake%20scam%20that,employees%20paying%20out%20$25%20million%20to%20fraudsters.
https://edition.cnn.com/2024/05/16/tech/arup-deepfake-scam-loss-hong-kong-intl-hnk#:~:text=the%20target%20of%20a%20deepfake%20scam%20that,employees%20paying%20out%20$25%20million%20to%20fraudsters.
https://edition.cnn.com/2024/05/16/tech/arup-deepfake-scam-loss-hong-kong-intl-hnk#:~:text=the%20target%20of%20a%20deepfake%20scam%20that,employees%20paying%20out%20$25%20million%20to%20fraudsters.
https://edition.cnn.com/2024/05/16/tech/arup-deepfake-scam-loss-hong-kong-intl-hnk#:~:text=the%20target%20of%20a%20deepfake%20scam%20that,employees%20paying%20out%20$25%20million%20to%20fraudsters.
https://edition.cnn.com/2024/05/16/tech/arup-deepfake-scam-loss-hong-kong-intl-hnk#:~:text=the%20target%20of%20a%20deepfake%20scam%20that,employees%20paying%20out%20$25%20million%20to%20fraudsters.
https://edition.cnn.com/2024/05/16/tech/arup-deepfake-scam-loss-hong-kong-intl-hnk#:~:text=the%20target%20of%20a%20deepfake%20scam%20that,employees%20paying%20out%20$25%20million%20to%20fraudsters.
https://edition.cnn.com/2024/05/16/tech/arup-deepfake-scam-loss-hong-kong-intl-hnk#:~:text=the%20target%20of%20a%20deepfake%20scam%20that,employees%20paying%20out%20$25%20million%20to%20fraudsters.
https://edition.cnn.com/2024/05/16/tech/arup-deepfake-scam-loss-hong-kong-intl-hnk#:~:text=the%20target%20of%20a%20deepfake%20scam%20that,employees%20paying%20out%20$25%20million%20to%20fraudsters.
https://edition.cnn.com/2024/05/16/tech/arup-deepfake-scam-loss-hong-kong-intl-hnk#:~:text=the%20target%20of%20a%20deepfake%20scam%20that,employees%20paying%20out%20$25%20million%20to%20fraudsters.
https://edition.cnn.com/2024/05/16/tech/arup-deepfake-scam-loss-hong-kong-intl-hnk#:~:text=the%20target%20of%20a%20deepfake%20scam%20that,employees%20paying%20out%20$25%20million%20to%20fraudsters.
https://edition.cnn.com/2024/05/16/tech/arup-deepfake-scam-loss-hong-kong-intl-hnk#:~:text=the%20target%20of%20a%20deepfake%20scam%20that,employees%20paying%20out%20$25%20million%20to%20fraudsters.
https://edition.cnn.com/2024/05/16/tech/arup-deepfake-scam-loss-hong-kong-intl-hnk#:~:text=the%20target%20of%20a%20deepfake%20scam%20that,employees%20paying%20out%20$25%20million%20to%20fraudsters.
https://edition.cnn.com/2024/05/16/tech/arup-deepfake-scam-loss-hong-kong-intl-hnk#:~:text=the%20target%20of%20a%20deepfake%20scam%20that,employees%20paying%20out%20$25%20million%20to%20fraudsters.
https://edition.cnn.com/2024/05/16/tech/arup-deepfake-scam-loss-hong-kong-intl-hnk#:~:text=the%20target%20of%20a%20deepfake%20scam%20that,employees%20paying%20out%20$25%20million%20to%20fraudsters.
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AI & Social Engineering – Question

What percentage chance do people have of correctly distinguishing between AI-

generated and real faces?
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AI & Social Engineering – Question

What percentage chance do people have of correctly distinguishing between AI-

generated and real faces?

According to a 2021 study, people have only 

a 50% chance of correctly distinguishing 

between an AI-generated face and a real 

face

✓ People‘s confidence in detecting AI generected 

images do not match their abilities
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AI & Social Engineering – Fun Exercise

Which of the photos are AI-generated?
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AI & Social Engineering – Fun Exercise

Which of the photos are AI-generated?

Answer:  2, 3, 5, 8, 9, 11
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Misinformation Campaigns / Fake News
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Misinformation & Disinformation

Good to know: Fake news has been highlighted as a threat 

since 1925 by Edward Mckenon

Misinformation: “false, inaccurate information or wrong facts” 

American Psychological Information [API], n. d).

Disinformation: when the author of the information deliberately 

intends to mislead by misstating facts (API, n. d).
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Misinformation & Disinformation

The Era of Fake News:

✓ People’s behavioral change in how they access information.

✓ Social media is an important source of information for Gen Z.

✓ Quick production & dissemination of information due to AI.

Dangers of Misinformation: 

✓ societal divisions; diminishing trust in democratic institutions and 

processes; jeopardizes public health initiatives, etc
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Misinformation in Numbers

Question: 

In which country is misinformation spread the most?
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Misinformation in Numbers

Source: World Economic Forum, 2024

Misinformation in CH= 18th risk
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Source: World Economic Forum, 2026

✓ Respondents: over 11’000 

business leaders in 116 

economies.

✓ Age group: 30years – 70+

✓ Risk in 2026, 2028, and 2036



www.fhnw.ch/business

         

21.05.2026 Franka Ebob Enow Ebai, Competence Center Digital Trust 23

Source: World Economic Forum, 2026
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How Misinformation is Spread 

Source e.g., a 
fake news 
headline

News is 
shared e.g., 
groups, FB, 

etc

Bots & Trolls 
spread the 
news even 

further

News goes viral 

e.g., celebrity 

platforms
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Motivations Behind Misinformation

Psychological 

factors, e.g., social 

norms, religious, etc

A cover-up, e.g., 

political reasons

Political 

Affiliation
Confirmation and 

disconfirmation 

bias

Financial gains
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Misinformation in Switzerland
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Little Test

• How many of you have ever used AI to produce content, for 

example, for social media?

• How many of you have already encountered fake news on social 

media?

• Did you recognize that it was fake news?

• Do you think you have the skills to differentiate between fake and 

real news?
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Misinformation in Switzerland

AI is contributing to fake news in the country.

▪ 2 in 5 people use AI to create content, texts, and images.

▪ About 4 in 5 15 – 24-year-olds have used generative AI to create 

content.

▪ People’s encounter with fake news on social media keeps going up:

▪ 2021: 45%; 2023: 51%; 2025: 58%

▪ News verification:

o 38% say they don’t check because they already know it is false 

o 15% admit not having the skill to verify the truthfulness of the 

information.

Source: Federal Statistical Office, 2025

https://www.bfs.admin.ch/bfs/en/home/news/whats-new.assetdetail.36304417.html
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Cases of Misinformation in Switzerland

✓ Such info has been linked with Russian propaganda, an 

attempt to influence Swiss public opinion.
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Question

Is misinformation a punishable offence in Switzerland?
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Misinformation in the African Region
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Misinformation in the African Region

Misinformation is a challenge, particularly in the health sector and during elections, and it

worsens political crises, for example, the Anglophone crisis in Cameroon.

Some misinformation instigators: 

✓Paid influencers, 

✓Political agents

✓Foreign actors

Common Misinformation & Disinformation Channels:

➢ Facebook

➢ TikTok

➢ WhatsApp groups

What may fuel disinformation (findings from Kenya, 

Cameroon, Ethiopia, Uganda, and Nigeria):

➢ Low media literacy levels

➢ Increased use of digital technologies

➢ Divisive/fractious politics

➢ Crisis

➢ Restriction on freedom of speech

What other factors can you think of?
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Cases of Misinformation in African Countries 
Cameroon: News seen 

on Facebook: Appointing 

Frack Biya as vice 

president 

Liberia: AI video of Liberia president’s 

reaction to Trump 

Namibia: AI video of the 

president promoting an 

investment scheme

Source: www.aljazeera.com
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Measures to Combat Misinformation – Switzerland   

1. Situation monitoring and early detection

✓ Federal bodies (Security Core Group and Security Committee 

of the Federal Council) assess the overall security situation, 

coordinate cross-departmental responses, and propose actions at 

the federal level

✓ Federal Intelligence Service (FIS) monitors foreign influence 

activities related to Swiss authority.

✓ Swiss military monitors threats to members of the military before 

and during service

✓  Collaboration with universities, e.g., the threat potential posed by 

AI-generated images and the detection of influence bubbles, and 

the plausibility of trends in social networks.

3.  Communication

✓ Debunking Misinformation

✓ Educating the public 

✓ E.g.,  crisis-proof Bundesrat appn (A new Bundesrat 

app to protect against disinformation - News – SRF)

2. Resilience through Awareness, Education, and Media Literacy

✓ Awareness campaigns for federal staff at home and abroad.

✓ Swiss media associations educating young people. 

✓ Portals like ch.ch provide useful tools as well

4. Regulations

✓ A law for fair and more transparent communication platforms 

and search engines.

✓ In line with the EU’s Digital Services Act

5. Fact-checking websites

✓ Health fact-check: https://www.re-check.ch/fr/

✓ Swiss Info 

✓ https://belux.edmo.eu/fact-checking/our-approach/ 

✓ https://www.srf.ch/news/srf-faktenchecks 

https://www.srf.ch/news/schweiz/digitale-angriffe-krisensichere-app-bundesrat-geht-gegen-digitale-angriffe-vor
https://www.srf.ch/news/schweiz/digitale-angriffe-krisensichere-app-bundesrat-geht-gegen-digitale-angriffe-vor
https://www.srf.ch/news/schweiz/digitale-angriffe-krisensichere-app-bundesrat-geht-gegen-digitale-angriffe-vor
https://www.srf.ch/news/schweiz/digitale-angriffe-krisensichere-app-bundesrat-geht-gegen-digitale-angriffe-vor
https://www.srf.ch/news/schweiz/digitale-angriffe-krisensichere-app-bundesrat-geht-gegen-digitale-angriffe-vor
https://www.srf.ch/news/schweiz/digitale-angriffe-krisensichere-app-bundesrat-geht-gegen-digitale-angriffe-vor
https://www.re-check.ch/fr/
https://www.re-check.ch/fr/
https://www.re-check.ch/fr/
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Fact-checking– Switzerland   

Source: https://www.srf.ch/news/srf-faktenchecks 
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Measures to Combat Misinformation – African Region

Cameroon: Emphasis on fact-checking websites 

✓ Stopintox (https://stopintox.cm/)

✓ Defyhatenow (https://defyhatenow.org/cameroon/):  

#thinkb4uclick

✓ Stop Bla Bla Cam (https://www.stopblablacam.com/): 

Promoting factual journalism 

Are these sites a political tool…?

Namibia

✓ Namibia Factcheck: https://namibiafactcheck.org.na/about/ 

✓ Africa Check: Focused on Nigeria, South Africa, 

Kenya, and Senegal:  https://africacheck.org/ 

https://stopintox.cm/
https://defyhatenow.org/cameroon/
https://www.stopblablacam.com/
https://namibiafactcheck.org.na/about/
https://africacheck.org/
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Detecting AI-Generated Content – Some Existing Tools

Existing tools for detecting AI-generated content are not 100% robust!

For checking content & : 

• GPTZero

• Originality AI

• Copyleaks 

For verifying images & Videos

• Truth Scan

• Authentiq Scan (Apple App) → also verifies text
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How Accurate are Existing Tools

Results from GPT-Zero
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How Accurate are Existing Tools

Results from Originality AI
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How Accurate are Existing Tools
Results from Copyleaks

Summary: 

1) Copyleaks (2) Originality AI  (3) GPTZero

→ Results matches that of Chaka’s (2023)

✓ GPTZero; OpenAI Text Classifier; Writer.com's AI Content Detector; Copyleaks AI Content Detector; & 

Giant Language Model Test.
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Cultural Vulnerability Factors
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What Makes People Susceptible to Social Engineering?

Individualism vs. Collectivism 

Fear of Authority / Power Distance

✓ Privacy 

✓ Sharing of info

✓ Religious norms

Source: Ebai et al., 2025; Crossler et al., 2019; Crespo, 2021; Halevi et al., 2016

Trusting attitude
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• European Union Agency for Cybersecurity (ENISA). (2025). ENISA threat landscape 2025. https://www.enisa.europa.eu/sites/default/files/2025-
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• KnowBe4. (2025). Phishing threat trends report 2025. https://www.knowbe4.com/hubfs/Phishing-Threat-Trends-2025_Report.pdf?hsLang=en

• World Economic Forum. (2024). The Global Risks Report 2024. https://www3.weforum.org/docs/WEF_The_Global_Risks_Report_2024.pdf

• Collaboration on International ICT Policy for East and Southern Africa (CIPESA). (2022). Disinformation pathways and effects: Case studies from five African 

countries. https://cipesa.org/wp-content/files/documents/Disinformation_Pathways_and_Effects_Africa_Presentation.pdf
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• Copyleaks. (n.d.). AI content detector. https://copyleaks.com/ai-content-detector 
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